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Abstract

Pseudonymization has attracted a lot of attention recently due to legislation (e.g. the GDPR), the European
Guidelines on Pseudonymization, the increased need for high-quality ethical data for the training of large
language models as well as the desire to be able to share data with other researchers. This article introduces
key concepts in pseudonymization, summarizes the half-way findings in the intradisciplinary research
environment Mormor Karl, and proposes ways to unify and standardize the field of pseudonymization.
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1. Introduction

There is a legal obligation to protect the privacy of data subjects as well as other people mentioned
in research data [1, 2]. There exist various techniques to do so, such as encryption, authoriza-
tion, data minimization, anonymization, pseudonymization [3, 4, 5]. Although none of these
approaches can guarantee absolute protection of personal privacy [0, 7], they lower the risk of
reidentification [8, 7], leading to continuous development of such approaches.

The field of pseudonymization has attracted a lot of attention lately due to legislation like the
GDPR [1] and the European Guidelines on Pseudonymizationl, as well as the increased need
of high-quality expert data for ethical training of language models [9, 10, 11]. According to the
GDPR [1, Art.4:5], pseudonymization is a technique where Personally Identifiable Information
(PID) have been replaced with substitutes and it is only possible to re-identify a person through
additional information, such as name-id keys, which are kept separate from the data. This is a
critical difference from the anonymous data, where no such keys exist and no reidentification
is feasible. This potentially means that once the project destroys the keys, the data should no
longer be under the jurisdiction of the GDPR and can be made open to the public. However,
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0. orig. Hi my name is Deniz Kaya, | live in Sweden in Jadmtland and | speak Turkish

1. detect. | Hi my name is Deniz Kaya, | live in in Sweden Jamtland and | speak Turkish

2. label. Hi my name is @firsthame_male.1 @surmale.2, | live in @country.3 in @region.4
and | speak @lang.5

3. pseudo | Hi my name is Alex Bax, | live in Spain in Andalusia and | speak Spanish

Table 1
Example of a sentence containing Personally Identifiable Information (PIl) and the processing steps.

the national legal landscape may obstruct that step, in our particular case, the Swedish Ethical
Review Authority requires the original data (including the keys) to be preserved for the first ten
years after data release; and the Swedish Archives Act, Arkivlagen (SFS 1990:782), protects the
documentation (including the above-mentioned keys) from being destroyed in an unauthorized
way.

Despite much attention the field is still not unified, and it is challenging to compare the results
achieved by different research groups. As a community we need to understand the extent of
pseudonym effects on research conclusions, define the tolerance levels and to find a compromise
that may be acceptable for both sides - the research in a discipline, and the privacy protection.
In the research environment group Mormor Karl (Eng. ‘Grandma Karl’)> we work on this
particular approach to privacy protection, pseudonymization, and with a focus on text-based
(Swedish) linguistic research data. In the project, we delve into both the methodological and
practical issues related to pseudonymization as a way to secure open access to research data
[12]. The practical issues cover approaches to detect, label and replace personal information -
both manually and automatically [e.g. 13]. The methodological issues cover, among others, the
effects of pseudonymization on research conclusions [e.g. 14, 15, 16]; effectiveness of privacy
protection through pseudonymization; as well as the semantic and cultural value of original tokens
versus their pseudonyms [e.g. 17, 18, 19]. In this paper, we propose a few directions towards the
unification of the field, after shortly outlining the research context for pseudonymization.

2. Pseudonymization: the basics

We define pseudonymization as “the process of replacing an individual’s personal data with a
pseudonym, which is not related to the original data” [12]. An important notion for pseudonymiza-
tion is Personally Identifiable Information (PII). PII is any data that can be used to distinguish,
trace or identify an individual, directly, indirectly or in combination with other information
sources. PII is conventionally split into categories, such as names, institutions, geographical
names and similar. Table 1:2 exemplifies some of PII categories, e.g. @surname, @country,
etc. Another related notion is sensitive information, such as sexual orientation, political views,
religion, ethnical background and medical condition.

Pseudonymization generally includes techniques conventionally divided into several steps, as
shown in Table 1. The initial steps comprise detection (Tab.1:1) and labeling (Tab.1:2) of personal
(and sensitive) information in unstructured texts, such as essays [20, 21, 22], medical records
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[23, 24, 25], or court cases [26, 27, 28]. These are followed by the replacement of personal and
sensitive information with (neutral) pseudonyms, epithets or codes (Tab.1:3). This process or its
parts can be attempted manually [e.g. 20] or automatically [e.g. 29]. It is important to note that,
while some studies of automatic pseudonymization treat detection, labelling and replacement
separately [13], other approaches merge them together [cf. 30].

2.1. Pseudonymization and linguistics

The early principle in relation to pseudonymization in linguistics has been that we should choose
pseudonyms which match all linguistic properties of the original, including the number of
syllables and other length measures [31]. Recent developments in automatic pseudonymization
have often instead stressed both the impossibility of retaining all linguistic properties (e.g. spelling
errors and inflectional characteristics) and the need for the pseudonym (cf. the definition above)
to be disconnected from the original.

Real names of people (orthonyms) are closely related to a person’s identity [32], with associa-
tions to age, gender, ethnicity, and social background [cf. 33, 34, 35]. While pseudonyms protect
the identity of the person, they may have different connotations, thus affecting how the participant
is perceived [36] and possibly also how the whole text is interpreted. Wang et al. [37] stress that
careful consideration is needed when renaming participants, in order to represent them in an
appropriate way, e.g. using Anglo-sounding names for participants with diverse backgrounds
implies that the participants’ identities and background are not respected. Similarly, placenames
(toponyms) can be connected to specific historical, cultural and topographical associations [36, 38].
Changing placenames may also affect how the text is perceived. In addition, the language of
the placename might be important since in bilingual societies there might be toponyms for one
place in both languages and which one you should use could depend on the language you are
speaking, hence if you break that norm that might say something about your linguistic proficiency.
For instance, in Finland many places have both Finnish and Swedish names, e.g. the capital of
Finland is Helsinki in Finnish, but Helsingfors in Swedish. If you use the Finnish placename
when speaking/writing in Swedish this will stand out and a reader/listener might interpret it as
(1) not knowing Swedish very well, and/or (2) having certain attitudes regarding dual language
placename policy.

But pseudonymization is not only about names, it also covers changing other PIIs in the text.
This can involve changing lexical items related to relatives, occupations, health issues, etc. It
can also involve changing pronouns and numerals in relation to age, buslines, house numbers
etc. Basically, any linguistic item might be affected. This in turn means that the semantic (and
pragmatic) context in the text can be affected immensely — My cousin Tom is 24 years old is not
the same as My grandma Karl is 27 years old as we have illustrated in the name of our project.

From the linguistic point of view, we must, therefore, consider how we can retain the original
meaning of the text considering lexical semantics but also coreference, contextual semantics
and pragmatics. To do this our project uses methods related to linguistic theories from e.g.
semantics, pragmatics and grammar. Our results are particularly important for linguistic research,
but changes such as PII replacements have profound effects also on other disciplines working on
textual data. An analysis in education and social sciences where the connection to certain social
groups or regions has been distorted in the data is bound to affect the results [cf. 38].



2.2. Pseudonymization and Natural Language Processing

In automatic pseudonymization (see steps in Table 1) rule-based methods have often been em-
ployed [e.g. 39, 23] for the automatic detection and labelling of personal and private information,
and this still remains a valid alternative for low-resource settings [40, 41]. However, approaches
based on machine learning have been shown to provide the highest performance [42] in some
settings. Szawerna et al. [43] argue that the concept of personal or sensitive information and the
types of entities that can appear differ between domains, so it is important to be aware that the best
approach for a given task or dataset might not necessarily be the same for others. Heterogeneity
of classes can also play a major role: a miscellaneous-type category (miscellaneous) which
encompasses all personal information not covered by other categories is notoriously difficult to
detect automatically [44, 13], not to mention issues which then follow as part of replacement.

The most challenging and underexplored step in the automatic pseudonymization process is
pseudonym generation [45]. This step goes beyond replacing entities with placeholders like
@name. These pseudonyms should match the context grammatically and semantically to avoid
sentences that are non-sensical in context. Besides, in linguistic data it is important to keep as
much of the linguistic information as possible, and deciding on what is enough and what is too
risky to the person can be extremely difficult, not to mention the possible effects on the usefulness
of the data for linguistic research (cf. Section 2.1, My cousin Tom vs My grandma Karl).

Different approaches have been tried for replacement. These include manual pseudonymization
[20], rule-based approaches [46, 23, 29, 21] based on ontologies and entity mapping [47],
hierarchical word representations [48], statistical models [49, 30], and machine learning, including
Large Language Models (LLMs) [30, 50]. Each of these has its pros and cons. Manual approaches
are more reliable as far as keeping the semantic integrity of the text is concerned, but they are
very time-consuming and risk being inconsistent. Among the automatic approaches, rule-based
approaches and statistical models cannot take into account the semantic context and the common
knowledge aspects of the surrounding text, whereas approaches based on machine learning and
LLM:s in particular tend to be better where surface semantics are concerned. However, there are
some major issues which arise with the use of generative language models. They might rewrite
the input text to a more "fluent" version and miss the deeper semantics. This is problematic as
changes must be minimal when it comes to pseudonimyzing linguistic data collected to study
language use. Additionally, larger models are often run on external servers, particularly in
academic settings. This risks running into legal issues in case the texts cannot be shared due to
the nature of the personal information contained within.

3. Unifying strategies: a proposal

3.1. Universal pseudo-tagset

If researchers in different research domains and languages could agree to use the same standard
for pseudonymization, similar to the Universal Dependencies initiative [51], it could ensure
comparability of datasets, results and it could promote the development of multilingual solutions.

We are currently exploring two approaches: the first one deals with the proposal of a detailed
pseudo-tagset, that could cover the needs of all research domains [e.g. 43]. The second is



the opposite of the first and deals with reducing all tags to one "personal” tag [e.g. 52, 13].
Hypothetically, the ‘one-tag approach’ is feasible for automatic detection of personal information,
and having fewer categories to choose between benefits machine-learning approaches. In turn,
the ‘detailed-tag approach’ can be crucial for the selection of appropriate pseudonyms e.g. in
rule-based approaches.

Some of the major conceptual and practical challenges when it comes to proposing a universal
multi-tag tagset are taxonomy choice and interoperability. Szawerna et al. [43] have shown
that existing tagsets vary in terms of types of personal and sensitive information that they cover
depending on the genre and domain. A proposed universal tagset would have to account for all of
the possibilities and feature a way to expand it in case a new kind of category becomes ubiquitous.
Simultaneously, a number of annotated corpora already exist (even if they are not all publically
available). Being able to easily map between at least some of the categories would help facilitate
the re-annotation to a common standard.

3.2. Testing the effects on research data

Research communities and disciplines need to analyze the potential effects of pseudonymization
on their research data as well as on conclusions within their disciplines. This is an important but
rather neglected aspect of pseudonymization. Within our project we have done some experiments
on effects of pseudonyms on language proficiency assessment. The first one showed no effects
on automatic assessment when a first name within a learner essay is changed to a name from
another sociocultural background [53]. Testing the same experimental setup with human assessors
also showed no clear indication of a correlation between the assessment and the sociocultural
associations of the first names that were used [54, 17]. The experiment is currently being extended
to include more categories.

Another experiment looked into the linguistic analysis of PII strings to uncover what infor-
mation may be lost if the original strings were replaced with pseudonyms [19, 55, 18]. Our
analysis shows that a non-negligible number of PII are misspelled - information that is lost in
the automatic pseudonymization process. However, misspellings carry important information,
e.g. they can be linked to the native language of a learner e.g. Danska which literally means
’Danish’ but where the intention is clearly Denmark and it is influenced by the Finnish name
Tanska ’Denmark’. Pseudonymization will lose the connection to the mother tongue and also the
knowledge implied in the use of <d> instead of <t> in the spelling.

We suggest to standardize the practice of testing effects of pseudonymization on research
conclusions through a few typical tasks within the target domain and report the results.

3.3. Testing effectiveness of pseudonymization

Advances in machine learning (ML) privacy and security reveal critical vulnerabilities in deep
neural networks deployed in sensitive domains. There are three interconnected threat landscapes:
(1) adversarial attacks that manipulate model behavior through input perturbations, (2) reiden-
tification attacks that extract sensitive training data through model inversion and membership
inference, and (3) motivated intruders - individuals who use publicly available or background
information to attempt re-identifying individuals in pseudonymized text.



Collectively, they demonstrate that modern ML systems face severe privacy and security risks,
with re-identification succeeding against 50-90% of vulnerable models [56], and anonymized
datasets showing 10-40% re-identification rates under motivated intruder scenarios [57]. The con-
vergence of these threats necessitates integrated defense strategies combining robust architectures,
privacy-enhancing computations, and rigorous validation protocols.

Pseudonymization techniques show limited resilience against motivated intruders, as empirical
studies highlight vulnerabilities in datasets thought to be de-identified when public data sources
are exploited. This emphasizes the urgent need for advanced pseudonymization methods to
mitigate such risks and robust methods to diagnose such vulnerabilities. The increasing focus on
privacy-enhancing technologies under frameworks like the GDPR [1] and the EU AI Act [58]
reflects the importance of regulatory alignment in strengthening data protection. In connection
to that we encourange the community to standardize the use of reidentification tests as a way to
evaluate effectiveness of pseudonymization, in addition to the standard preformance tests.

3.4. Customizable pseudonymization

Another issue to consider is whether pseudonymization should be customizable to different types
of users and use cases. Imagine a sociolinguist, who will look for linguistic details of interest to
describe a certain variety or issues in relation to language and power, or a data scientist, who
will not inspect the actual data manually but as properties of a dataset as a whole, or a forensic
linguist who will try to identify the person behind the writing. If we start applying different
types of pseudonymization to different use cases and users, we need fo standardize different
pseudonymization criteria and methods so that they can be objectively reported in research
(e.g. we used data X with pseudonymization Y). Thorough analysis of re-identification risks is
extremely urgent in this case since having access to different pseudonymized versions of the same
data increases the risk of re-identification.

A good way forward is to explore a dynamic approach for pseudonymization that would
identify per text and context whether the text can be matched to a situation within the context.
Hence, to achieve this one can simply compare the text with the context: is the psedonymized
text consistent with the context of a research domain it is used for? The task could perhaps be
treated as Natural Language Inference Task (NLI) [59].

Another implication of this approach is that pseudonymization would then be a tool to create
several versions of a given dataset which would be adjusted to a given task. However, the
approach still does not answer the question of possible re-identification in cases where several
pseudonymized versions of the same text could be merged together to reconstruct the information
from the original text.

3.5. Evaluation benchmarks

Another field-unifying strategy that we look into relates to the possibility of organizing shared
tasks on the topic of automatic detection and pseudonymization of personal information. The
community needs standardized evaluation benchmarks for pseudonymization tasks, and we expect
the data from shared tasks to fulfil this function. The immediate concerns are:



(a) What data to use — much of the original data containing authentic personal information
is under protection and cannot be released or used for model training. The existing publically
available PII-annotated corpora [26, 60, 61, 25, 62, 63] are likely to have already been a part of
the training data for LLMs, as well as cover only limited number of languages. Synthetic data
[e.g. 64] may be good enough for development of automated detection methods, as has been
indicated by Vakili et al. [65], but, since it is not authentic human-produced data it should not be
used for anything beyond training models.

(b) The second concern is how to perform automatic evaluation of the pseudonymization
step, where there are no agreed-upon standard metrics. A part of the ongoing work in the
project is aimed at testing the validity of various automatic evaluation approaches, attempting to
approximate the human judgements of grammatical and semantic acceptability [cf. 66].

Our approach to circumventing the legal limitations and ethical concerns surrounding the use
of authentic personal information for a shared task consist of creating a corpus of fictive texts.
Unlike purely synthetic data, our texts are written by human respondents. However, they are not
written about natural persons, but about fictive characters invented for the sake of writing. This
minimizes the risk to any natural person and approximates the way that authentic texts are written.
Our data collection so far consists of fictive personal stories and fictive legal case descriptions,
but more domains (e.g. medical, social media) are planned.

3.6. Standardized venues

There is a clear need for venues for meetings both within disciplines and in interdisciplinary
groups to discuss pseudonymization challenges and share findings. We have initiated two
venues for meeting researchers working with similar questions within computational linguistics,
computer science and privacy, in particular: (a) the CALD-pseudo workshop® with its first
edition at EACL 2024 and which we hope to make a standard recurrent venue on this topic. (b)
the AI Trust workshop* with the first edition in 2024 at the WASP conference in Gothenburg.
This workshop has a slightly broader focus than CALD-pseudo, but both workshops indicated
signficant interest and an expressed need to meet and discuss these issues both within and across
disciplines. In 2025 we also reached out to /inguists working on the Swedish language and held a
workshop at Svenskans beskrivning 40 (2025)° which similarly proved a joint sense of a need for
more research on pseudonymization techniques and their effects on linguistic research.

Our experience with interacting with different audiences through these workshops shows
that there is an increasing need for unified procedures and guidelines related to dealing with
pseudonymization of research data that does not only affect linguistics and computational lin-
guistics but also has implications for other domains, some of which may not strictly use typical
natural language processing data.

3https://mormor-karl.github.io/events/C ALD-pseudo/#cald- pseudo- workshop-at-eacl-2024
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4. Concluding remarks and future outlook

There are still many open issues in relation to pseudonymization of research data and what it
means for our disciplines as well as for research participants (e.g. writers of essays, people who
are interviewed) or people that are mentioned in our research data. The results of our research
have clear benefits to research infrastructures on a practical level, and important implications for
research on the methodological level.

Research on pseudonym generation is in its initial stages. A promising solution for the
semantics-based issues might be to generate fake or non-existent entities. That is, names, cities,
etc. that would look like real ones but not contain any semantic or pragmatic value for the reader,
although preserving the grammatical features. However, both real and fake names with similar
structure can have very different associations and reference.

Research on effects of pseudonymization on research conclusions has hardly begun and there
is still much to be explored in relation to automatization, bias and privacy preservation. Further
analysis is necessary, especially in relation to actual research questions on actual research data
for us to ascertain that our research will still be reliable after pseudonymization, that the rights of
our participants will be protected both in relation to privacy preservation and in terms of their
right to their data, their culture and the correctness of research findings.

One open question is how to handle ‘privacy guarantees’ when research data comes in several
modalities, i.e. not only as text datasets, but also speech/audio, video, pictures. In our project
we are focusing on written (and transcribed) data, but there is a definite need to look at other
modalities also and this too will need to be done in relation to different research disciplines.

Limitations

The work is focused on text modality of research data only, which means we do not look into other
types of privacy protection, where video, audio, graphics (including, for example, handwritten
versions of texts in our collection) present further challenges.
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