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Abstract
While considerable effort has gone into developing solutions for detecting Personally Identifiable Information
(PII) in linguistic data, less research has gone into automating the generation of appropriate pseudonyms and
developing evaluation methods, both relevant for the creation of privacy-friendly language resources. We conduct pilot
experiments using Masked and Generative Large Language Models to generate predictions for the redacted Pll-spans
in a cloze-like fashion on English legal texts, and parallel news articles in Swedish and English. We explore metrics
for automatic evaluation of generated pseudonyms for the legal data, and investigate the effect of part-of-speech
constraints on performance. For the parallel, multilingual data, we contribute our manual Pll-annotation and conduct
a fine-grained error analysis across two of our pseudonym generation methods and a baseline. Our results illustrate
the complexity of pseudonym evaluation and highlight possible risks of re-identification as well as the models’
tendency to predict prototypical and even stereotypical answer.
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1. Introduction

A major concern in the digital age is the protection
of personal data and privacy, both from an ethical
and a legal perspective. The European Union’s
General Data Protection Regulation (GDPR, Offi-
cial Journal of the European Union, 2016) suggests
pseudonymization as a way to mitigate privacy
risks in research data. Therein, pseudonymization
is defined as the systematic replacement of per-
sonal data with placeholders, where the mapping
between the two is stored separately. The defi-
nition of pseudonymization provided by ISO/IEC
29100:2024 (en), in turn, focuses on it as the
process of replacing Personally Identifiable Infor-
mation (PIl)" with an alias. Minimally invasive
pseudonymization with minimal edits of the source
data becomes necessary to allow privacy-friendly
working with and sharing of language resources
in many research fields (e.g. corpus linguistics,
language documentation, L2 research, digital hu-
manities, social sciences, research involving large
quantities of medical and legal data, various NLP
tasks, etc.) (e.g. Eder et al., 2019; Volodina et al.,
2020; Blokland et al., 2020; Lison et al., 2021; Ri-
abi et al., 2024). It can even potentially enable
safe interactions with cloud-based Large Language
Models (LLMs) (c.f. Hou et al., 2025).

Example 1, sourced from the Parallel Global

The same source defines Pl as “information that (a)
can be used to establish a link between the information
and the natural person to whom such information relates,
or (b) is or might be directly or indirectly linked to a nat-
ural person” with a special subcategory of sensitive PlII
which consists of information of particularly sensitive or
protected nature.

Voices Corpus (Prokopidis et al., 2016), illustrates
different types of placeholders that may substitute
the Plls (Julie Smith, American) in a sentence: e.g.
numerical sequences (0001), placeholders derived
from the removed PII's semantic category (PER-
SON.017), or a grammatically and semantically ap-
propriate surrogate entity (Jane Brown). According
to GDPR, these are valid pseudonymization meth-
ods, provided that the original data can be restored
if needed. However, some sources only refer to the
replacement with semantically and grammatically
appropriate surrogates as pseudonymization (Eder
et al., 2019), which is the kind of pseudonymization
underlying our paper.?

(1) Julie Smith, an American citizen [...]

0001, an 0002 citizen [...]
PERSON.01, an DEM.0O1 citizen [...]
Jane Brown, an English citizen [...]

Following Hou et al. (2025), the pseudonymiza-
tion task can be further separated into three dis-
crete steps: i) PIll detection in data, ii) PIl sur-
rogate (pseudonym) generation, and iii) substitu-
tion of the PIl spans detected in the data with the
pseudonyms.® Although much work has focused
on Pll detection (e.g. Szawerna et al., 2024; Ji et al.,
2025; Savkin et al., 2025), the task of generating
PII replacements has received less attention. For

2Pseudonymization, anonymization, and de-
identification are related terms whose interpretation
varies between jurisdictions. See Lestyan et al. (2025)
for a discussion of this issue.

3The latter two steps are often conflated (e.g. Yermilov
et al., 20283), but the first step can also be split into PlI
detection and Pl labeling (cf. Volodina et al., 2020).



numerical or class-derived placeholders, their gen-
eration is trivial once the PIl spans and their se-
mantic categories have been identified. In contrast,
generating grammatically and semantically appro-
priate pseudonyms that preserve the integrity of the
input texts — favorable in contexts where the text
needs to be readable, e.g. for machine learning
purposes or research involving reading the text —
has proven to be much more difficult (Lison et al.,
2021) and is the focus of this paper.

Transformer-based Masked Language Models
(MLMs), first introduced by Devlin et al. (2019),
model language by learning to predict the most
likely word from its context, making them uniquely
suited for lexical substitution tasks (LST, Zhou et al.,
2019; Arefyev et al., 2020). On the other hand,
while Generative Large Language Models (Gen-
LLMs), pioneered by Radford and Narasimhan
(2018), only rely on unidirectional (causal) modeling
to predict the next token, they excel in many tasks
and have shown some promising results for LST
(c.f. Shietal., 2024; Dutilleul et al., 2024). This task
is also highly reminiscent of cloze tests in language
learning and it is analogous to the pseudonym gen-
eration step in the presented pseudonymization
framework once Plls have been removed from the
data and gaps for pseudonyms remain.

Therefore, we propose to further explore MLMs’
and GenLLMs' predictive capabilities to generate
pseudonyms aimed at replacing Pll as a dynamic,
lightweight, and locally deployable alternative, and
compare them with baselines.

We conduct experiments in order to address the
following research questions:
RQ1: When it comes to small (feasible to run lo-
cally) models, how good are MLMs and GenLLMs
at predicting suitable pseudonyms from limited con-
texts and how do they compare with each other and
naive baselines?
RQ2: Can additional Universal Part-of-Speech
(UPOS) information/constraints aid performance?
RQ3: How can the quality of generated
pseudonyms be assessed automatically?

2. Prior Research

Rule- or dictionary-based pseudonym generation
methods have been implemented for, e.g., med-
ical texts in English (Sweeney, 1996; Simancek
and Vydiswaran, 2024) and Swedish (Alfalahi et al.,
2012; Dalianis, 2019; Vakili et al., 2024), English
Wikipedia articles (Olstad et al., 2023), German
e-mails (Eder et al., 2019), Swedish learner essays
(Volodina et al., 2020), and Polish heterogeneous
Internet material (Oleksy et al., 2021). However,
rule-based approaches are inherently at least par-
tially specific to the data for which they were devel-
oped, and therefore to the predefined entity types

and most commonly contained semantic contexts.
Furthermore, their manual design becomes increas-
ingly challenging for Pll extending beyond named
entities (personal names, organizations) or numeri-
cal information (dates, phone numbers), such as
specifically identifying events and descriptions of
political opinions (Volodina et al., 2020), or highly
context-dependent elements, such as family rela-
tions (Volodina et al., 2023). A comprehensive
evaluation of the generated pseudonyms is rarely
reported, as there are no agreed-upon evaluation
metrics for this task. Eder et al. (2019) resorted to
human judgements of grammaticality and accept-
ability, and a frequency analysis of the resulting
vocabulary. Although positive results are reported,
they are limited to the aforementioned structured PlI
categories and the approach is not easily scalable
to other corpora.

Nikiforova et al. (2020) compared Hidden Markov
Model (HMM), Long Short-Term Memory (LSTM),
and BERT-based language models’ ability to pre-
dict the next word from a cloze-style context in Rus-
sian against a human-like model trained on hu-
man responses. Their findings indicate that BERT-
based models achieve the highest lexical and Part-
of-Speech (POS) accuracy. Other evaluation meth-
ods included object-verb-functional-modifier level
accuracy and lexical overlap, while cosine similarity
of centroid vectors across vocabularies, Kullback-
Leibler divergence between de-cased model vo-
cabularies, and Kolmogorov-Smirnov testing on the
probability distributions of predictions were used to
compare the outputs of different generation meth-
ods without their linguistic contexts.

Yermilov et al. (2023) tested rule-based replace-
ment and GenLLMs for pseudonym generation in
English. The task was restricted to PERSON, LOCA-
TION, and ORGANIZATION categories and framed
in three ways: i) Named Entity Recogniton (NER)-
detection plus pseudonyms from Wikidata enti-
ties with similar features, ii) sequence-to-sequence
translation with BART, and iii) one-shot prompt-
ing GPT-3 to detect Plls, followed by one-shot
pseudonymization using GPT-3.5 and the extracted
entities. The baseline comprised off-the-shelf NER
systems combined with rule-based replacements.
The quality of the generated pseudonyms was eval-
uated using text syntheticity detection, i.e. training
binary classifiers to distinguish between original
and pseudonymized data, with low accuracy taken
as an indication of high-quality pseudonymization.
Although GPT-based pseudonymization pipelines
performed best, NER approaches were the most
consistent at obfuscating the original information.

Vats et al. (2024) explored pseudonym genera-
tion for English with Top-1 and Top-K (K=10) sam-
pling strategies using off-the-shelf and in-domain
fine-tuned BERT and RoBERTa, as well as fine-



tuned Llama2 (only Top-1). PII definition and de-
tection utilized i) a handcrafted list, ii) masking
rarely appearing tokens, or iii) using a NER sys-
tem, which leaves the extent of the pseudonymized
classes underspecified. Baselines consisted of Or-
acle (trained on ground truth) and two pretrained
(WikiText-103 corpus) language models further
trained on the masked ground truth where the mask
token was i) as a special token, ii) had zero weight
in the loss function). To assess performance, the
pretrained language model was fine-tuned on the
pseudonymized data of three (text-based) datasets
and perplexity was scored on an unmasked test
set. Across three PIl detection heuristics, scores
were in favor of ROBERTa (especially fine-tuned)
and Top-K selection.

Hou et al. (2025) compared multiple methods
for PII detection, pseudonym generation, and re-
placement across various English datasets for PlI
entities of type PERSON, LOCATION, and ORGA-
NIZATION. Two pseudonym generation methods
were explored: i) Random sampling from the list
of previously detected PII entities of the same se-
mantic category,* and ii) prompt-based generation
via Qwen2.5-1.5B-Instruct as a locally deployed,
small-scale instruction-tuned LLM. The evalua-
tion here is dataset-dependent (e.g. Rouge-1/2/L
for XSum, accuracy for MNLI GLUE). The result-
ing scores encompass the entire detect-generate-
replace pipeline at once, and different trends
emerge depending on the underlying dataset, limit-
ing comparability to other approaches.

Automatic evaluation of pseudonym generation
in isolation is rare, and there are no canonical eval-
uation methods for this step. Instead, the methods
presented in, e.g., Yermilov et al. (2023); Vakili
et al. (2024); Hou et al. (2025) hinge on the as-
sumption that a Pll detection subtask was involved
in creating the pseudonymized texts underlying
evaluation. As such, measures related to privacy-
preservation make an appearance, too: Yermilov
et al. (2023) measure the percentage of original en-
tities that were leaked in the pseudonymized texts;
Gardiner et al. (2024) introduce a “residual risk
score” based on hand-annotating a sub-sample of
the de-identified corpus with the entities missed
during PII detection and quantifying how revealing
they are, which could also be applied to information
leaked during pseudonym generation.

Crucially, evaluation methods which presuppose
PIl detection as a subtask are not suitable for our
research, which focuses exclusively on pseudonym
generation. Comparison is further limited when
results were obtained only for a specific subset of
pseudonym categories, especially named entities

“Exclusively reusing PIl entities, even outside of
the original context, may not sufficiently negate re-
identification risks.

(in contrast to less concrete demographic attributes
or miscellaneous personal information) (as in Yer-
milov et al., 2023; Eder et al., 2019). Lastly, in
addition to human grammaticality and acceptability
judgments for natural language pseudonyms (Eder
et al., 2019), our interests include exploring auto-
matic evaluation methods to assess performance
at scale.

3. Resources

3.1. Data

We draw data from the Text Anonymization Bench-
mark corpus (TAB, Pilan et al., 2022, MIT License)
and Parallel Global Voices (PGV, Prokopidis et al.,
2016, CC BY 4.0). The TAB corpus consists of
court proceedings from the European Court of Hu-
man Rights in English, annotated with Pll entities
as text spans, with the goal of protecting one person
per text. Plls fall into one of 9 categories (Pilan et al.,
2022): PERSON (names), CODE (numbers and iden-
tification codes), L.oc (places and locations), ORG
(organization names), DEM (sociodemographic at-
tributes), DATETIME (dates, times, or durations),
QUANTITY (“meaningful” quantities), MIsC (other
potentially sensitive information not included in pre-
vious categories). We use the “quality checked”
subset of the corpus’ training split, from which we
excluded 24 samples due to inconsistencies in an-
notation, yielding a total of 306 texts (15,494 Plls;
13,051 sentences). On average, TAB texts con-
sist of 43 sentences (range 12—121; SD: 25.6) and
include 51 Pll spans (range 10-165; SD: 32.6).

The PGV corpus contains news articles from the
Global Voices website in multiple languages, includ-
ing 336 pairs of parallel texts in Swedish and En-
glish, some of which contain information about spe-
cific individuals. Among these, we chose 10 pairs
(henceforth PGV-PII) containing numerous PlI-like
elements, which we further hand-annotated using
the doccano (Nakayama et al., 2018) annotation
software, amounting to a total of 720 PII spans for
the Swedish texts, and 708 for English. Our anno-
tation followed the TAB corpus annotation scheme
but does not include information about the degree
of information sensitivity, and only includes entities
deemed strictly necessary to mask. On average,
each of the 10 Pll-annotated PGV documents in
Swedish consists of 59 sentences (range 28-113,
SD: 25.9) with 71 Pl spans (range 31-153, SD:
32.9), whereas their English counterparts average
53 sentences (range 27-89, SD: 22.3) and 72 PII
spans (range 32-155, SD: 33.1).

3.2. Models

Following the findings of Nikiforova et al. (2020) and
Vats et al. (2024), we focus on the RoBERTa-large


https://globalvoices.org/

(henceforth ROBERTa) architecture to explore the
suitability of MLMs for pseudonym generation with
maximal comparability between our two object lan-
guages. For our bilingual data, the Al-Sweden-
Models/roberta-large-1160k (Al Sweden) model is
equivalent to the English FacebookAl/RoBERTa-
large (Liu et al., 2019) in terms of architecture
(355M parameters) and model weights upon initial-
ization. The English model was trained on 160GB
of text; the Swedish model was trained on a subset
of the Nordic Pile (1.3TB) with 414M text samples
(subset size not provided) and the tokenizer was
retrained from scratch. We employ the models from
HuggingFace with the Transformers’ fi11-mask
pipeline (Wolf et al., 2020). At this point, we rule out
the option of fine-tuning the models since domain-
specific fine-tuning data may not be available, and
fine-tuning on in-house data risks leakage of sen-
sitive data during deployment. In addition to data,
both computational resources and technical knowl-
edge are prerequisites for fine-tuning. By using
vanilla MLMs, we aim to explore their capabilities as
“universal” and light-weight models for pseudonym
generation, which would facilitate access for, e.g.,
non-computational linguists and digital humanities
researchers.

To assess the capabilities of small, locally de-
ployed GenLLMs, we focus on Qwen/Qwen2.5-
1.5B-Instruct-GGUF (henceforth Qwen, Qwen
et al., 2025). This model was also chosen in Hou
et al. (2025) and had been the most reliable dur-
ing our initial performance assessment which in-
cluded two similarly sized models, unsloth/gemma-
3-1b-it-GGUF and unsloth/Llama-3.2-1B-Instruct-
GGUF. Qwen was accessed via Ollama (without
fine-tuning, for the aforementioned reasons) and
was prompted through the same Python code that
utilized RoBERTa with the LangChain framework’s
langchain_ollama package. Qwen is marketed
as multilingual and was thus used for both English
and Swedish data after initial testing.

4. Methods

We explore pseudonym generation capabilities of
MLMs compared to GenLLMs and random base-
lines in a cloze-like setting on data from the TAB
(English) and PGV corpora (English and Swedish).®
To obtain the input contexts for the models, doc-
uments are split into sentences with NLTK (Bird
and Loper, 2004) and the pre-annotated PII spans
are replaced with a mask token. Annotated PII
spans are naively replaced with a singular mask
token, although some spans (77% in TAB; 46.4%
(English) and 45% (Swedish) in PGV) encompass

SAnonymous repository with code and our data, as
permitted in the CfP: https://anonymous.4open.
science/r/lrec-2026-submission-4F93/

multi-word Plls (MW-PII, e.g. “Mr André Borgers”).
UPOS tags for MW-PII are based on their right-
most constituent.

We construct two baselines from the vocabulary
of word forms retrieved from Universal Dependen-
cies’ English and Swedish PUD (Nivre et al., 2020)
to contextualize the language models’ performance.
For a given PII, the random baseline returns a
pseudonym in the form of a random entry from its
inventory, while the UPOS baseline samples an
entry which has the same UPOS as the original
PIl. UPOS tags are given in PUD; otherwise, we
tag with Stanza (Qi et al., 2020). For pseudonym
generation with language models, the MLMs and
GenLLM receive a target sentence with at least one
mask token, as well as the pre- and succeeding
two sentences as context, as preliminary experi-
ments showed that larger context improves seman-
tic coherence. Given the masked input, retrieving
the pseudonyms from RoBERTa’s output is trivial.
For Qwen, mask tokens additionally receive a nu-
meration in order of appearance. The model is
prompted to fill all the gaps and return a JSON
mapping between the mask tokens and the gener-
ated pseudonyms.® In the cases where i) Qwen
fails to return a valid JSON after several attempts,
or i) the returned JSON does not contain a key that
matched the numbered mask token in question, a
[FAILED] token is entered instead.

Furthermore, we explore two factors during
pseudonym generation with language models:
First, different PIl masking strategies for the PII
spans in the input context are implemented: i) all
Pll spans are masked (maskL), or ii) the model’s
previous predictions are used to replace the PII
spans in the context to the left of the currently to be
pseudonymized mask token (repL). In the maskL
condition, a target sentence with multiple mask to-
kens can be pseudonymized in one step by either
model. During repL, RoBERTa receives a novel
input after each pseudonym is selected, since we
update the left hand context with the previous pre-
diction. Similarly, the GenLLM is re-prompted with
the updated input after each step. Second, we
explore enriching the pseudonym generation with
UPOS information: The Top-k (k=10) MLM pre-
dictions are filtered for the first candidate with the
desired UPOS tag. When no suitable candidate
was found or UPOS filtering is disabled, instead the
Top-1 prediction is chosen. For Qwen, the UPOS
information is supplied as a tag on the numerated
mask token, e.g. [MASK.NOUN.5]. This yields 4

®While restricting the input size was necessitated by
RoBERTa’s predefined maximum input size, the process
was adapted for Qwen as well to increase comparabil-
ity and because the GenLLM frequently failed to pro-
duce appropriate outputs when one-shot prompted to
pseudonymize entire documents at once.
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pseudonym generation configurations per model
(2 masking strategies x 2 UPOS settings).

Experiment 1 Using the baselines, English
RoBERTa-large, and Qwen, we generate replace-
ments for the spans tagged as requiring masking
in the TAB corpus and perform a quantitative anal-
ysis of their linguistic diversity. We also explore
the following as automated evaluation metrics: i)
PIl overlap (partial/absolute string match between
pseudonym and original Pll, excluding numerals),
if) UPOS accuracy, iii) word and iv) sentence co-
sine vector similarity of the original word/sentence
and pseudonymized version with all-MiniLM-L6-v2,
v) text classification after Yermilov et al. (2023) us-
ing google-bert/bert-base-cased, and vi) Rouge-
1/2/L/Lsum (Lin, 2004) on automatic text sum-
maries of the original and pseudonymized texts,
generated with SEBIS/legal_t5_small_summ_en.

Tag Error source

NO_ERROR None (acceptable pseudonym)
OVERLAP Partial or complete PIl leakage
GRAMMAR Sentence rendered ungrammatical

POS Part of speech

STRUCTURAL Punctuation, word segmentation,
or replacement of long spans

SEM:CATEGORY

Semantic category
SEM:CONTRADICTORY Contradicts established narrative
SEM:MERGED-ENTITY

or common knowledge
Collapses two original entities
FAILED Qwen model failure

Table 1: Manual error annotation tagset.

Experiment 2 Following the evaluation of Ex-
periment 1, we limit our generation methods for
the Pll-annotated PGV corpus in Experiment 2 to
the most promising configurations per category
— UPOS baseline, RoBERTa repL + UPOS, and
Qwen maskL + UPOS - to allow for a more fine-
grained analysis with a manual error annotation.
The error annotation tagset is shown in Table 1.7
We report relative frequencies of error categories
per model and discuss selected examples.

5. Results and Discussion

5.1.

Table 2 reports on the word/phrase form frequen-
cies of the pseudonym vocabularies. Measures
based on the original data are also included and
show that the TAB documents include many unique
spans (8074), i.e. word forms/phrases which ap-
pear only once across the collection of all PlI
spans, but that most are re-used at least once —

Experiment 1

"The full annotation guidelines will be included in the
appendix of the camera-ready submission.

likely a byproduct of narrative cohesion. In con-
trast, our pseudonym generation methods lead
to a lower rate of unique spans: The random
baseline shows the highest diversity, followed by
Qwen, RoBERTa and finally the UPOS-constrained
baseline. UPOS-constraints increase diversity in
RoBERTa, whereas for Qwen and the baseline they
lower it. Manual inspection confirms that the mod-
els tend to output more generic replacements which
are re-used across the texts, e.g. Monday, appeal,
or numbers (2, 20, 1994) or function words (the,
after), while the most frequent original P1l (though
with a much lower count) is Istanbul.

Span form frequency  unique

avg. std min  max \ spans

Original 2 3 1 124| 8074
Baseline random 3 2 1 14 5346
UPOS 32 49 1 326 483

maskL 11 74 1 1647 1423

+UPOS 10 63 1 1510 1485

ROBERTa oL 11 63 1 1587 | 1459
+UPOS 10 48 1 1087 1503

maskL 4 28 1 938 3485

Qwen +UPOS 6 41 1 1289 2684
repL 6 25 1 603 2507

+UPOS 7 44 1 1120 2107

Table 2: Pll and pseudonym word/phrase form di-
versity in the TAB corpus/Experiment 1.

Figure 1 illustrates the ratio of unique pseudonym
spans to the total number of PIl spans per docu-
ment including meanlines, with 1 indicating that all
replacement spans are unique and 0 that none of
them are. At ~0.8, original TAB documents typi-
cally exhibit a higher uniqueness ratio than ones
pseudonymized by the language models but do
not reach the extreme values of the random base-
lines (~1); yet, there are many outliers. RoBERTa
pseudonymization strategies average around the
0.6 mark, whereas typically Qwen ranges from
0.6 (repL + UPOS) to 0.8 (maskL) — closely re-
sembling the original. The larger interquartile
ranges of the language model configurations sug-
gest that some documents received much less di-
verse pseudonyms, likely contributing to the high
max. frequency counts seen in Table 2. However,
the discussion here must take into account that the
TAB annotation, and thus our MLM pipeline design,
treats MW-PlIs as a singular span and predicts only
one token as its replacement, which reduces the
variety that the configurations here could produce.
In contrast, 30-50% of Qwen pseudonyms can be
considered MW-pseudonyms (maskL: 0.46, maskL
+ UPOS: 0.28, repL: 0.42, repL + UPOS: 0.29).

Table 3 displays the UPOS accuracy, Pll overlap
rate (partial/absolute), and cosine vector similarity
(word/sentence) for the baselines and language
model configurations on the TAB data. In terms
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Figure 1: Rate of unique PIl and replacements per
pseudonymization configuration on document level.

repL (0.34) reaches the overall highest word simi-
larity. Although UPOS accuracy and word similar-
ity appear to positively correlate for baseline and
RoBERTa configurations, Qwen reveals a contra-
dictory trend. In comparison, the sentence sim-
ilarity scores are generally higher but exhibit a
smaller range due to the inherently high overlap of
the sentences’ non-PII tokens. Here, UPOS con-
straints lower similarity scores for language models
(avg. -0.005 points) but not the baseline (+0.01
points). RoBERTa conditions without UPOS con-
straints achieve the highest sentence similarities
(maskL: 0.805). While both language models out-
perform the baselines, RoBERTa also yields higher
sentence similarity scores than Qwen, overall. No-

Model ~ Mode UPOS Plioverlap %  Similarity tably, the Qwen configurations with a higher MW-
acc.% part. abs. word sent. : : _
pseudonym rate, i.e. those without UPOS con
. random 115 0.07 0 0.152 0.730 P P H _
Baseline | oo 934 115 002 0229 0740 stralqts, d_o not seem to be at a particular disadvan
—— tage in this metric.
maskL 267 7.8 1.30 0.295 0.805
RoBERTa TUPOS 502 7.99 155 0.320 0.800
repL 281 648 1.09 0.295 0.803 Model Mode ATS Rouge
+UPOS 553 7.60 1.37 0.330 0.798 1 2 L Lsum
maskL 342 170 020 0.324 0.785 Baseli random 0.4172 0.2497 0.3689 0.368
awen +UPOS 679 17.06 0.42 0286 0.783 aselin®  ypos 04261 02735 0.3796 0.3796
repL 396 256 020 0.340 0.793
+UPOS 623 1355 041 0308 0.787 maskL ~ 0.4151 02485 0.3655 0.3655
RoBERTa ‘UPOS 04453 0.2859 0.3967 0.3961
) repL 0.4256 0.2591 0.3716 0.3715
Table 3: UPOS accuracy (acc.), absolute (abs.)/partial +UPOS 0.4547 0.2951 0.4056 0.4061
(part.) overlap, and similarity scores for Experiment 1. maskL 03986 02315 03534 03541
Qwen +UPOS 0435 0268 0.3851 0.3849
repL 0.4369 0.2763 0.3871 0.3867
of UPOS accuracy, all language model configu- +UPOS 0.4538 0.2945 0.4063 0.4056

rations improve on the random baseline (11.5%)
by typically 15—45 points, but a distance to the
UPOS baseline’s performance (93.4%, missing
7% due to tagger inconsistencies/errors) remains.
Qwen maskL + UPOS (67.9%) and RoBERTa repL
+ UPQOS (55.3%) pseudonyms align most frequently
with the original PII's UPOS tag. Among config-
urations without UPOS constraints, Qwen repL
(39.6%) leads. The remaining RoBERTa and Qwen
configurations reach around 30% UPQOS accuracy
(range 26.7-34.2%). UPOS constraints also raise
the likelihood of partial Pll overlap: Although Qwen
maskL predictions exhibit partial overlap with the
original PII string in just 1.7% of cases (close to the
UPOS baseline of 1.15%), maskL + UPOS reaches
17.06%. RoBERTa configurations exhibit partial
overlap in 6-8% of cases. However, the prediction
of pseudonyms identical to the original PII (abso-
lute overlap) is generally rare (<1.6%) across all
conditions.

Word similarities show diverging trends between
generation methods: UPQOS filtering increases sim-
ilarity for RoBERTa and the baselines, but dimin-
ishes it for Qwen. For both language models, repL
still leads to higher similarity scores than the re-
spective maskL conditions. In the UPOS condi-
tion, RoBERTa repL achieves the highest overall
word similarity (0.33) while the unconstrained Qwen

Table 4: Average Rouge-1/2/L/Lsum scores of baselines
and selected RoBERTa/Qwen configurations.

Table 4 reports the average Rouge scores based
on the automatic text summarization of the pairs
of original and pseudonymized texts. Our initial
assumption was that this could be a measure of se-
mantic coherence of the produced text, as seman-
tically inappropriate pseudonyms may sufficiently
disrupt the text to significantly affect the generated
summary. Overall, UPOS constraints appear to
have a positive effect relative to their unconstrained
counterparts, and repL conditions perform better
than maskL for both RoBERTa and Qwen. How-
ever, the differences between the baselines and
pseudonymization conditions are minute and Qwen
maskL is even supposedly outperformed by the ran-
dom baseline. Therefore, this assessment method
does not appear to be sufficiently sensitive to the
differences in generated pseudonyms.

Distinguishing original and pseudonymized texts
was trivial for our binary classifier (100% accu-
racy). While Yermilov et al. (2023) did report very
high accuracy scores for some of their approaches,
their LLM-based solutions seemed harder to de-
tect. However, unlike Yermilov et al. (2023), we
did not only pseudonymize PERSON, LOCATION,
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Figure 2: Relative frequencies of pseudonym annotation types per generation method and languages.

and ORGANIZATION, but all of the PII categories
according to Lison et al. (2021), including more neb-
ulous categories such as DEM or MISC, increasing
the difficulty of the task of convincingly replacing
the PII spans.

Out of the explored evaluation methods, UPOS
accuracy, PIl overlap, and cosine word similarity
seem to be most informative, and better grammat-
icality and semantic acceptability measures are
needed assess pseudonym quality. We therefore
focused on the the first three measures (specifi-
cally absolute Pl overlap) alongside the linguistic
diversity (as per Figure 1) when selecting the most
promising models. Second, the inherent time cost
of RepL conditions (especially for Qwen) also had
to be taken into consideration.

5.2. Experiment 2

A summary of the relative frequencies of acceptable
pseudonyms and various types of errors per lan-
guage and selected model used for pseudonymiza-
tion of PGV-PII can be found in Figure 2. Con-
trary to the stronger resemblance of Qwen maskL
+ UPOS pseudonyms to the original texts in terms
of linguistic diversity and its higher UPOS accu-
racy in Experiment 1, the RoBERTa repL + UPOS
approach displays a noticeably higher rate of ac-
ceptable pseudonyms than Qwen in Experiment 2:
RoBERTa oscillates around the 30% mark for both
English and Swedish, while Qwen reaches 20.6%
for English and just 16.4% in Swedish — similar to
the UPOS baseline’s performances (~15.5%).
The most common error category for all ap-
proaches is SEM: CATEGORY. This error type was
assigned to ~50% of the pseudonyms suggested
by the baselines, by far exceeding the rate present
for RoBERTa and Qwen (25-30%). In turn, though
POS errors are generally less common due to the
shared constraint, the baseline produces these
even less frequently. The OVERLAP error type con-
tinues to be almost non-existent in the baseline
and even the Qwen conditions now. While it re-
mains a concern for RoBERTa, especially for En-

glish (around 5%), additional safeguards in the form
of filters can be implemented for this model easily.
RoBERTa also struggles the most with semantic
errors of the types CONTRADICTORY and MERGED—
ENTITY, indicating that this approach does not
track entities reappearing in the text on its own
and may benefit from such an additional constraint
or an increase in supplied context. To produce a
MERGED-ENTITY error, an entity must be named
at least twice. Thus, this type is hardly produced by
the baseline, which is in line with the linguistic diver-
sity observations from Figure 1 where both base-
lines were unlikely to predict a given pseudonym
more than once per document. For all approaches,
issues with grammaticality are more frequent in
Swedish than English. Possibly, this is due to
the more complex morphological agreement con-
straints of Swedish where, e.g., adjectives and
nouns must agree in gender, number, and defi-
niteness. Grammatical errors are least frequent
for RoBERTa and roughly equally common for the
baseline and Qwen (English: ~7%, Swedish: 13%).
While Qwen et al. (2025) do not specify whether the
model was trained on Swedish data or not, it was
able to generate text and pseudonyms in Swedish
during initial testing; nevertheless, in comparison,
its performance for that language appears worse
than for English. This can also be noted in the case
of ACCEPTABLE pseudonyms, where Qwen most
noticeably underperforms in Swedish relative to
English. Qwen also produces more STRUCTURAL
errors than RoBERTa or the UPOS baseline, es-
pecially due to instances where it provides unre-
lated spans found earlier in the input text as sug-
gested replacements. Moreover, Qwen lead to a
unique error case of FATLED, where <5 (English)
to >10% (Swedish) of PIl spans are not provided
a pseudonym by the model.

Certain prominent trends pertaining to the predic-
tions are highly relevant from an ethical viewpoint.
For instance, for RoOBERTa, both in English and in
Swedish texts, Trump is a likely prediction, espe-
cially in contexts that involve Twitter or presidency,



e.g. ber President Trump om férklaringar ‘asks
President Trump for explanations’ or On Twitter,
Donald Trump (realDonald Trump) was enraged by
the news. The surname itself appears 30 times
among the 1428 pseudonyms generated by this
approach, creating more monotonous narratives
and introducing a US-centric bias. We presume
the cause lies in the model’s training data.

Another major issue is featuring certain informa-
tion or attributes in a context that can be stereo-
typical or otherwise undesirable by the respec-
tive group. For example, gender stereotypes are
perpetuated in RoBERTa instances like hennes
pappa ar taxichauffér pa deltid och hennes mamma
hemmafru ‘her father is a part-time taxi driver while
her mother is a housewife’ being pseudonymized
with ldkare ‘doctor’ and sjukskéterska ‘nurse’. In
the case of Qwen, the corresponding replacements
férsvarsmann “army man, *defender’ and kommu-
nikator ‘communicator’ are misspelled (férsvars-
man, kommunikatér), and the former, while pos-
sible from the derivational perspective, is not an
attested Swedish lexeme describing a profession.
These implied meanings could still be perceived as
adhering to gender stereotypes. This is less promi-
nent in English, where RoBERTa suggests teacher
and nurse, whereas Qwen — engineer and doc-
tor. The Swedish examples here not only underline
the need to keep these issues in mind when using
either language model for pseudonym generation,
but also serves to probe and indicate — perhaps
unsurprisingly — the existence of certain biases
in the models. In both instances, replacements
from the baseline are predictably nonsensical (fred
‘peace’, process ‘process’; levies, office).

6. Conclusions and Future Work

We have implemented a simple pseudonym gen-
eration pipeline with MLMs and LLMs, and tested
it on a large corpus of English legal texts (TAB)
as well as on a small parallel corpus of news arti-
cles in English and Swedish (PGV-PII) using the
respective RoBERTa-large models, Qwen2.5-1.5B-
Instruct and a random baseline with and without
UPOS constraints. For PGV-PII, we selected texts
from PGV and contribute our own manual PIl an-
notations. While methods for pseudonymization
are sought after, automatic and scalable evalua-
tion of their outcomes is still underdeveloped. To
this end, we analyzed the linguistic diversity of the
English pseudonyms generated for TAB in Experi-
ment 1 and explore automated evaluation metrics.
Additionally, using the pseudonyms generated for
Swedish and English PGV-PIl by RoBERTa, Qwen,
and the UPOS baseline, we undertook a qualita-
tive analysis akin to the judgments in Eder et al.
(2019), but prioritized understanding the nature of

error rather than the degree of bad fit.

In Experiment 1, we found that most of the mod-
els seem to generate less diverse pseudonyms
compared to the original Plls, both at the corpus-
and document-level, with certain GenLLM setups
approaching the original diversity, and the naive
baselines far exceeding it. To enhance diversity
and reduce stereotypical replacements, the intro-
duction of uniqueness criteria or the refinement
of our treatment of MW-PII could be considered.
Although scores for the quantitative metrics in Ex-
periment 1 were similar, and the Qwen configu-
ration selected for Experiment 2 had the highest
UPOS accuracy with a seemingly more appropri-
ate linguistic diversity, the qualitative analysis in
Experiment 2 revealed that the chosen RoBERTa
configuration generated reasonable pseudonyms
around 30% of the time, while Qwen and the UPOS
baselines performed worse (15-20%). Semantic
vector similarity measures may thus be a better in-
dicator of pseudonym quality than UPOS accuracy
measures. Generally, including UPOS constraints
improved both the diversity measurements, and the
quantitative metrics compared to the respective un-
constrained counterparts. Regarding the increased
risk of Pll overlaps and lowered sentence similarity,
the former can easily be avoided with an additional
filter on the Top-K RoBERTa predictions, while sen-
tence similarity may not necessarily be a strong
indicator of pseudonym quality.

Other possibilities to improve our pipeline include
enforcing or providing the replacement’s original
PIl category type or adding co-reference resolution
to improve semantic coherence. Due to the com-
petitive performance, predictable format of outputs,
and consistency in behavior, future work may focus
on MLMs in particular as a promising but relatively
lightweight solution for automatic pseudonym gen-
eration which allows for controllable integration of
such additional heuristics. Nevertheless, the role of
GenLLMs could be investigated in future research
as a more resource-heavy yet potentially better-
performing alternative for some languages. While
their performance was not outstanding in our exper-
iments, it is worth noting that we only tested a small
(1.5B) GenLLM, and larger models’ capabilities are
left unexplored for future research.

On the matter of evaluation measures, we note
the lack of automatic equivalents for semantic ac-
ceptability judgments and highlight the need for
testing grammaticality as well. We further posit that
sentence similarity cosine scores and comparing
automatic summaries of the original texts against
the pseudonymized texts were not informative.

Additionally, we emphasize the necessity of ad-
dressing the issues of the models’ demonstrated
proclivity towards displaying e.g. gender bias in
subsequent work.



Limitations

As mentioned in section 4, our pseudonym genera-
tion pipeline makes a number of naive assumptions,
limiting its potential performance — we do, however,
still consider it worth testing as a proof of concept
in our pilot experiments.

A quantitative analysis akin to Experiment 1 was
not conducted for the pseudonyms from Experiment
2 due to the limited size of this second dataset. In
turn, this was a consequence of the time-intensive
nature of both manual PII annotation and manual
error annotation. Since Pll-annotated corpora are
rare to begin with, no pre-existing parallel corpus
could be chosen. Although the TAB corpus had pre-
viously been automatically translated to Spanish,
with the annotations projected back (Sierro et al.,
2024), the authors of that experiment obtained bet-
ter results after a manual correction of the projected
annotation. Thus, manual effort became a prerequi-
site and our preference was not to rely on machine-
generated translations. For the qualitative error
analysis, 20 texts had to be annotated for three
generation conditions (3 x 720 (Swedish), 3 x 708
(English) pseudonyms). However, this restricted
corpus size still limits comparability and the results
may not necessarily be generalizable, especially
given that only one domain (news) was tested.

We acknowledge that by varying both the lan-
guage of the texts (Swedish vs. English) and the
model (Swedish RoBERTa vs. English RoBERTa),
it cannot be ruled out that differences in perfor-
mance could be inherent to the models and not
necessarily language-related. Nevertheless, since
these particular models were trained with these lan-
guages in mind, we considered it more beneficial
to use their specialized semantic representations
rather than to only use one multilingual model. The
same critique applies to the GenLLM, however, no
similarly equivalent Swedish model was known to
us.

The results reported here were not directly com-
pared to those from prior work. As mentioned in
section 1, to our knowledge, no common evaluation
metrics for pseudonym generation exists. The judg-
ments of Eder et al. (2019) are the closest to our
evaluation of Experiment 2, but focus more on de-
grees of grammaticality and acceptability, whereas
we were more interested in the trends concerning
why a certain pseudonym is not a good replace-
ment, resulting in considerable differences between
the approaches.

Ethical Considerations

One of the major concerns when it comes to using
larger language models for tasks is how resource-
heavy they are (see e.g. Bender et al. (2021) or

Rillig et al. (2023)). With that in mind, we have to
acknowledge that the pseudonym generation with
MLMs constitutes a slow process, the speed of
which decreases with the size of the model used
and the size of the input and its context. Generation
using a GenLLM as small as the one we used (1.5B)
is slower still. Especially in the case of generating
pseudonyms one at a time and replacing the PII
in the left context with the previously generated
pseudonym (replL).

Any topic related to handling personal informa-
tion is inextricably connected to ethical considera-
tions. Even though our experiments presuppose
a stage where all of the Pll has been detected
and labeled, the models are sometimes still able to
leak back the original PII. In this case, especially
synonyms, which are more difficult to detect, may
be dangerous. Therefore, we highly recommend
employing additional measures and maintaining a
human-in-the-loop approach to ensure no acciden-
tal information leaks.

We have also shown that the models are capa-
ble of generating highly stereotypical content, po-
tentially undesireable from the perspective of the
group in question. This is another hurdle that needs
to be overcome if this approach is to be used for
pseudonymizing texts on a larger scale, though it
is not specific to this application. Simply select-
ing the most likely prediction as the pseudonym
is also expected to reinforce existing biases or
even potentially introduce new ones — as for the
latter case, we have observed that the models
consistently situate the narratives in the Swedish
(Swedish RoBERTa) or US American (both models)
context; while on the document level this is not prob-
lematic, it reduces the diversity and representation
on the corpus level if left unmanaged. Addition-
ally, it means that on a larger scale, Pll appearing
in very similar or identical contexts, e.g. as part
of structured documents created from a template,
will be pseudonymized identically, with no room for
diversity.
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